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* |In the latest release of Internet Explorer you may
encounter an issue where you can no longer
navigate to some secured sites. Instead of
getting to the page you expect you will see a
page error or "Certificate Error" similar to the
one above. In Internet Explorer 7 there was an
option to continue that has been removed In |IE
8. In order to get past the security certificate
error in Internet Explorer 8 you can follow these

steps.

 *Note: You may not need the following steps
using “Safari”.



Internet Explorer “Certificate Error”
resolution:

Option I.

1.0pen Internet Explorer and verify that the page you are trying to view is listing a
certificate error.

2. To clear the certificate error go to Tools --> Internet Options from the menu of IE
8.

3. Click on the Advanced tab and scroll down to the Securlty section. Clear the
boxes for: "Check for publlsher s certificate revocation" and "Check for server
certificate revocation"

4. Click Apply and Ok.

5. Attempt to reload the page by clicking the Refresh button at the end of the
address bar or by pressing the F5 key. Your page should now load as expected.

ff Office of Special Meeds and Services, Project Assist - Windows Internet Explorer

e —

@ (w8 | httpefiassist, army . milfassist2 feonsulkation, cFm | (|| X -

File  Edit Wiew Favorites Tools  Help - - & -

ﬁ Tools



Internet Explorer Advanced -
Security Settings

o - # | http:fiassist. army . milfassistz2 i CertHelp. cfm et | N Bl e -
& - o-
v 4 | = Help [ o -~ B fmn > |ioy Page = {CH Tools =
= Internet Options ks .
Option L. In the lates E]- Fan no longer navigate to
some secured sites_ I | G!e_,ner_a!_ E!eu_:uril_:}-' | P_r!\.-'ac_}:-'_ | _Conl_:enl_: _Cn_:ﬂjl_‘n_en_:!:io!-ns I F'_r_c_v_grams Adwvanced Certificate Error” similar to
the one above. In Intg . bd in IE 8. In order to get
3 Settings =
r certif =
CI ear t h e b 0 X eS i ) Just display the resulks in the main windows s
5 24 Security
o i Ek,prl Allove active content From CDs Eo run on My Computer® e
fO r . ‘ h eC k fo r certifid [ allow active content ta run in files on My Computer® .
* Ad‘i.-’ﬂ‘ H—allow software to run or install even if the signature is inw. "Check for publisher's
u b I i S h e r 1 S k For publisher's certificate rewocation
p arrery [ :
Jdoad 1 Check For signatures on downloadn_ed programs bt by pressing the FS key.
d f' id [] Do not save encrypted pages to disk, ; =
C e rt I I C at e TON [1 Empty Temporary Internet Files Folder when browser is clc
Enable Integrated wWindows Authentication®
rev O C at I 0 n n an d Ml atre Enable native XMLHTTP suppork b install the "DoD
order L Phishing Filker bmpted to accept the Dol
ey 4 T i o il .
o heCk for Server 1 at eal 3 2 Disable Phishing Filker - | hstall the certificates.
-*.Tékes effect aliter wiou resktart Inkernet Explorer i
. mrernr - It version of Internet
C e rt I fl C at e 0 B oxx [ Restore advanced settings ] L
Reset Internet Explarer settings
I " D CH Deletes all temporary Files, disables browser bed. or "Certificate
rev O C a I O n . add-ons, and resets all the changed settings.
| ¥ou should only use this if wour browser is in an unusable state,
small h: ‘j. Some sekktings are managed by wour sysktem adminisktrakor. [ trusted External
et e = A sOTIEY bnd Outloolkc.
[ 2k l [ Cancel ]
Note: DoD) Certificates e 1917 I Neoaod Ol vIacrs, nowerel SOl IC oIy ofl Ol website may not be available.
See the Apple page for more information.

/7 Trusted sites + 100% -



doyle.brooks
Oval


Internet Explorer “Certificate Error”
resolution:

Option II.

Installing the DoD CERTS Can Cure Many Issues such as the website
showing as not trusted, or "Certificate Error/Warning".

InstallRoot is a small program that installs the DoD (Department of
Defense) Root and DoD trusted External Certificate Authority (ECA)
certificates into Microsoft products such as: Internet Explorer and
Outlook.

Note: DoD Certificates are NOT needed on Macs, however some
functionallity on our website may not be available. See the Apple page
for more information.

Note: You do not need administrative rights to run this program.
(Except for Government owned Vista computers).

1. Click the link to download the DOD InstallRoot program and install
the certificates.



https://www.us.army.mil/suite/page/610909
http://assist.army.mil/assist2/InstallRoot.zip
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2. You can also right-click with your mouse and "save target as".
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enabled with a DoD PKI certificate without being prompted to accept the DoD) Certificate chain at each log on. clients using Internet Explorer and other
browsers should install the certificates.

This is a US Government website. Due to increased security, and the installation of a recent version of Internet Explorer version 8 xx, vou mav be
experiencing problems connecting to our secure website.

File Download )
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*Save the file to vour "My Documents” folder.

*Omnce the file is downloaded, double click on the file to open it, then double n the file InstallRoot inside the Zip folder/file, it should
run and install vour certificates.

*Select Run if'swhen prompted. vou will see a black screen flash up. and have text scrolling up the screen. This program just installed the
latest DoD certificates to your computer.

NOTE: Windows Vista & 7 users may see a message stating the file might not have installed correctly. Select "This program installed
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3. Save the file to your "My Documents" folder. Note the filename.
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4. Once the file is downloaded, double click on the file to open it, then double click on the file

InstallRoot inside the Zip folder/file, it should run and install your certificates.
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Internet Explorer “Certificate Error”
resolution:

Option Il (contd.)

5. Select Run if/when prompted, you will see a black screen flash up, and
have text scrolling up the screen. This program just installed the latest
DoD certificates to your computer.

*NOTE: Windows Vista & 7 users may see a message stating the file
might not have installed correctly. Select "This program installed
correctly."

You should now be able to connect to the website without the
certificate error. If you still get a "Warning" you should be able to click
"Continue" to connect. You may need to close and re-open Internet
Explorer.

You may now close this window and continue connecting to the
secure ASSIST website.
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